Sage Evolution Saoe

Freedom Service Setup Guide

Overview

The Evolution Freedom Service is a Sage developed, Microsoft Windows Service
application type to enable working with the My Dashboard- (to display user selected
information in visual and interactive graphs), as well as the Central Search (Internal
company wide search facility for any records) features to work as expected.

By setting up the Freedom Service on the Evolution server, an interactive connection
between Sage Evolution and the SQL Server company database is enabled and
thereby allowing all workstations to access the above-mentioned features.

Definition: Microsoft Windows Services

Microsoft Windows services, formerly known as NT services, enable you to create
long-running executable applications that run in their own Windows sessions.

These services can be automatically started when the computer boots, can be paused
and restarted, and do not show any user interface.
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Set up Procedure

Apply the following roadmap to ensure a successful Freedom Service setup:

Phase 1

Installation

vV
Phase 2

Enabling Port

v
Phase 3

SQL Authentication

v
Phase 4

Configuration
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Phase 1 — Installation
The first step in the Freedom Service setup is to install it.

Also note the Freedom Service only needs to be installed on the main Evolution Server PC
and not on each workstation as well.

Apply the steps below to install the Freedom Service

Please note: The steps below assume Evolution and the other modules are already installed
on the Evolution server PC.

If the Freedom Service has already been installed on the Evolution Server PC for the current
Evolution version, then skip Phase 1.

If Evolution is not yet installed, refer to the attached Evolution install guide called INSTALLING
SAGE EVOLUTION PROCEDURE

Do the following to check if it’s already installed:

1. Goto Computer/This PC | Manage | Services and Applications | Services.

2. Check if the Evolution Freedom Service Host is listed below and with a Running
status.

3. If not currently running, right click on, and restart it.

h- Computer Management
File Action View Help
o 2m Ec=HE »enwn

,'ﬁ'» Computer Management (Local) :& Services
v [} system Tools

Evolution Freedom Service Host Name Description Status
(® Task Scheduler 4
(2] Event Viewer &l Embedded Mode The Embedded Mode service enables sc..

Stop the service & : ’ : z ’
@) Shared Folders Radtaittheservice &} Encrypting File System (EFS) Provides the core file encryption techno..  Running

terprise App Management Service Enables enterprise application manage..
® Local Users and Groups P! PP g

@) Performance olution Freedom Service Host Evolution Freedom Service Host serves ..  Running
& Device Manager Description: ensible Authentication Protocol The Extensible Authentication Protocol (..

Evolution Freedom Service Host

v & . s
=% Storage serves wsdls to 3de parties and Sage G Fax Enables you to send and receive faxes, u...

#+ Disk Management Evolution & File History Service Protects user files from accidental loss b..
v f, Services and Applications ,‘,‘2 FirmwareSwitchService To upgrade fw-package to host and flas.. Running
Internet Information Ser i} Flexera Corporate Software Inspector .. Performs routine software inspections 0..  Running

¥ SQL Server Configuratio ‘G Function Discovery Provider Host The FDPHOST service hosts the Functio...

&} Function Discovery Resource Publicati.. Publishes this computer and resources a.. Running
@& WMI Control

= -.‘;"; GameDVR and Broadcast User Service.. This user service is used for Game Recor...
lﬁ SQL Server Configuratio

&l Geolocation Service This service monitors the current locatio.. Running

Apply the following steps to install the Freedom Service

1. Locate the Setup.exe file on the Evolution installation directory and double click on this
file to start the installation process.
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2. Consider and apply the recommended steps stipulated below.

»

@ Sage Evolution Setup - =

Welcome to Sage Evolution Setup gge

This wizard will guide you through the installation of Sage Evolution.

Before you begin, we recommend that you:

« Exit all Windows programs
» Turn off your anti-virus software during the installation of Sage Evolution

« Install on the server firstif you plan to run Sage Evolution on a network

To continue, dick Next.

Sage Evolution Version: 10.01.00, 145

Click Next at the bottom of the screen above when done.

In the next screen that opens below, complete the fields according to your details and
requirements.

Please note the following:

Destination Folder:

As only Freedom Service is going to be installed in this case (if not yet installed), then
simply ensure the Destination Folder address is the same as the currently installed

Evolution directory.

In this case, Evolution has already been installed to the folder location marked below.
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9 Sage Evolution Setup

Customer Information saw

Uiser Name

Benme

Crganisation
Benco

Destination

Destination Folder:
C:Program Files (x86)\Sage Evolution 10, 1

Always chedk this location for newer versions of Sage Evolution

Shortout

| Create shortouts in Start Menu folder:
Sage Evolution 10.1

»*| Create shortouts on Desktop

® Only for me (Bennie.Pienaar)
Anyone who uses this computer (all users)

Sage Evolution Version:

Also note;

You can have multiple versions of Evolution installed on the same PC. This proves

especially helpful if you need a test environment while still also working live in your
current version of Evolution.

In that case, browse for and specify the relevant folder name in which the Freedom
Service needs to be installed in, as can be seen below (and not just Sage Evolution).

5. When done, click the Next button above.

6. Consider the 3 main installation options below by considering the comment next to each
option.
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7.

2 Sage Evolution Setup - X

Choose Setup Type Sage

Choose the setup type that best suits your needs

All program features will be installed.
These indude Freedom Service, GloveBox and Mobile Service,

I Installs the most common program features.
Recommended for most users.

Typical

@ Choose which program features will be installed.
Recommended for advanced users.

Custom

Sage Evolution Version: 10.01.00.145

In this case select the Custom option above and then click the Next button at the bottom
of the screen.
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8. Click the Yes option below and the Next button at the bottom of the screen.

@ Sage Evolution Setup - X

SQL Server sage

Us Microsoft SQL Server appears to be installed on this machine, and is currently running.

Would you like Sage Evolution to set your Windows Firewall to allow you to install and run Sage Evolution?

Mo, I will configure it manually

More Information

Sage Evolution Version: 10.01.01.01

9. In this case (of only having to install the Freedom Service), select only the Freedom
Service option below.

© Sage Evolution Setup

Selected Components %ge

Component Size Instal e
Sage Evolution Program Files 763 MB
Database Synchronisation Monitor 101.52 MB
Ewvolution Service Setup 3.03MB
| Freedom Service 19.7MB v
Glove Box 5.05MB
Advanced Procurement 16,04 MB
Alert Management 39.16 MB

10. When done, click the Next button at the bottom of the screen.
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11. Click the | agree to the terms of the licence agreement option and the Next button.

& Sage Evolution Setup

End User Licence Agreement sa

Software Licence Agreement

Your right to use the software (in object code only) and its assodiated printed and electronic
documentation ("Software”) is subject to the terms and conditions set out in this software licence
agreement ("the Software Terms™).

By installing the Software, and/or, using any part of the electronic or printed material accompanying the
product, you represent and warrant that you are an authorised representative of the Licensee and have
the authority to bind the Licensee to the provisions of these Software Terms (if applicable) and signify the
Licensee's acceptance of the terms and conditions set out below. Therefore, please read the terms and
conditions carefully before using the materials provided or completing the first installation and registration
(Initial Registration”) process of the Software. If You do not agree to be bound by the terms and
conditions of these Software Terms, You should cancel the installation process of the Software and
promptly return the used material together with all packaging and assodated documentation unused and in
good condition to Your reseller for a refund under the terms of its refund policy (if You purchased from
Your reseller), or to Us within 10 days of purchase (if You purchased directly from Sage).

Prior to returning the product, You should contact Sage on +27 11 304 3000 and request a reference
number to be sent with Your return so that it can be identified. Provided that You promptly follow Our
returns procedure, We shall refund the price paid by You directly to Us for the Software.

1. Definitions and Interpretation

In these Software Terms:

1.1 "Use” means to load, execute, operate, store, transmit, display, (for the purposes of loading,
execution, operation, storage, transmission or display) or otherwise utilise the Software for Your legitimate

internal business purposes; and
Y n

mm Cm st Afrien M4 ™ o ™Wons® Vo

@ I AGREE to the terms of the license agreemen!
1 DO NOT AGREE to the terms of the license agreement

X

Sage Evolution Version: 10.01.01.01

12. When done, click the Install button below to start the installation.

© Sage Evolution Setup =

Ready to install sa

Sage Evolution Setup has enough information to install the components you have selected.

x

Sage Evolution Version: 10.01.01.01
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13. If successfully installed, the following message should display.
14. Click the Finish button to continue.

@ Sage Evolution Setup S

sage

“ Sage Evolution setup completed successfully.

View installation log

Sage Evolution Version: 10.01.01.01

Important Information

The Freedom Service requires .NET version 4.5 as a prerequisite. The system will detect if
this specific version of .NET framework is not installed and install it automatically.
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Phase 2 — Enabling Port 5000

For the Freedom Service to establish a connection between all network components, it's
essential to enable a specific HTTP port (5000) on the Windows Firewall of the local PC
where Freedom Service is installed as well as on all workstations.

Access the Windows Firewall in the Control Panel. To create these new rules, go to
Advanced Settings and add the port (see below for more details) on both the Inbound and
Outbound Rules options.

Important Information

Please consult with your network administrator for assistance adding ports to your
Windows Firewall. If you are not using the standard Windows Firewall, ensure that you
add these port rules to the Firewall software installed on the server where the Freedom
Service resides (in addition to all workstations’ local Windows Firewall)

Use the information provided in the table below to create the required inbound and outbound
rule using the Windows Firewall New Rule Wizard.

Property: Details:
Rule Type Port
Protocol TCP

Specific local ports | 5000

Action Allow the connection
Profile Select either Domain, Private, or Public or all
Name Freedom HTTP

Both the Inbound and Outbound ports should be

Port Orientation: enabled.

For more information on adding rules on a Windows Firewall click here

10


http://www.howtogeek.com/112564/how-to-create-advanced-firewall-rules-in-the-windows-firewall/
http://www.howtogeek.com/112564/how-to-create-advanced-firewall-rules-in-the-windows-firewall/

Sage Evolution saoe

Phase 3 —SQL Configuration settings

For the Freedom Service to establish a connection between the company and all related
components, the correct settings on the selected Authentication Method should be
configured. The Authentication Method applies to the communication link between your Sage
Evolution company database and the SQL Server instance.

Microsoft SQL supports two authentication methods. Find below more details on the two
available options:

a) Windows NT Authentication Trusted Connection

This type of security uses the Windows principal token from the user’s operating system to
create trusted connections between Sage Evolution on a PC and the SQL database on the
SQL server PC. The connection is made using the user’s Windows account profile details. The
local Evolution user requires a Windows username and password when accessing/locating
the SQL database on the server.

If you are using Windows NT Authentication, ensure that the sysadmin server role has
been enabled for the NT AUTHORITY\SYSTEM user.

Apply the following steps to check whether the required Server Role has been enabled,

1. Open Microsoft SQL Server Management Studio on the SQL server PC (and where
also the Freedom Service is installed on).
2. Expand the Security | Logins folder and locate the NT AUTHORITY\SYSTEM object.

Window Help
G S | L NewQuery [y | 6 A B9 -0

vl}lx

Object Explorer
Connect> 3 %) m 7 (2] .4
= LB WIN-PLRON41INFUQ (SQL Server11.0.2100 - WIN-PLRII
# [ Databases
= 3 Security
= [3 Logins
A&, #2MS_PolicyEventProcessinglogin#
&, #2MS_PolicyTsqlExecutionLogin®#
) BUILTIN\Users
A
A NT SERVICE\MSSQLSERVER
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt

cy sa
A WIN-PLRIN41INFUQ\Sage

11
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3. Right click on NT AUTHORITY\SYSTEM and select the Properties option.
4. Select the Server Roles page option and ensure that the sysadmin and public options
have been selected.

oo

Selectapage
A General

|Serveera
&~ User Mapping

4 Securables
AR Status

Connection

Server:
WIN-PLRSN4INFUQ
Connection:

Progress
Ready

WIN-PLRINAINFUQ\Sage
37 View connection properties

i Login Properties - NT AUTHG

5 seiot v [ Help

Server role is used to grant server-wide security privieges to a user.

Server roles:

When done, click on the OK button to save changes.
Finally, ensure all users are logged out of all companies and then restart the MS SQL

Engine.

Connect~ 4 %) m

[3 Databases
3 Security

3 Server Obje
3 Replicatior
3 Manageme

EIT SAGPTANB3RKGH

T (2]5

Connect...

Disconnect
Register...

New Query

Activity Monitor

Start
Stop
Pause
Resume

| Restart |

Policies
Facets

12
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b) MS SQL Server Authentication

This type of security uses login details created in the SQL Server and is not linked to Windows
user accounts. Each time the user connects to the Evolution company (a SQL Server)
database the selected SQL user’s (usually user sa) and its own password provides the
authentication.

If you are using SQL Server authentication, ensure that the sysadmin server role has
been enabled for the sa user.

Apply the following steps to check whether the required Server Role has been
enabled,

1. Open Microsoft SQL Server Management Studio on the SQL server PC (and where
also the Freedom Service is installed on).

2. Expand the Security | Logins folder and locate the built in SQL sa user.

3. The screen displays as follows:

File Edit View Debug Tools Window Help

Pl S | L NewQuey [yt ph 5| 4 A [9 - -

Object Explorer v ax

Connect~ %) %) m [ (2] .5

= ‘LB WIN-PLRON41NFUQ (SQL Server 11.0.2100 - WIN-PLRII|
(# (4 Databases

= (3 Security
= [ Logins

&, ##MS_PolicyEventProcessingLogin##
&, #2MS_PolicyTsqlExecutionLogin®#
o BUILTIN\Users

A NT AUTHORITY\SYSTEM

A NT SERVICE\MSSQLSERVER

A NT SERVICE\SQLWriter

A NT SERVICE\Winmgmt
)
s

A WIN-PLRON41 NFUQ\Sage

4. Right click on the sa user select the Properties option
5. From here apply steps 4 to 6 above.

Important Information

The selected authentication for the Freedom Service above must correlate to your
SQL Database authentication.

Consult with your IT administrator if you are unsure of your current database
authentication method.

During the new company creation process, the authentication method defaults to
Windows Authentication but when a company is located (or current located company
edited by the user) it can be changed between the SQL- or Windows Authentication
methods.

13
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6. Finally, restart the Evolution Freedom Service by doing the following:

a) Onthe PC where the Freedom Service is installed, go to This PC (or Computer) |

Manage

b | = This PC

> 3D Objects Collapse
> [ Desktop G Manage
> Documents Pin to Start

> 4 Downloads Map network drive...

> J’ Music
> =] Pictures

Open in new window

Pin to Quick access

Freedom Service

b) In here, go to Services and Applications | Services and then find the Evolution

"ﬁ:‘ Computer Management

File Action View Help
e HE B HE » 80w
& Computer Management (Local) . Services

v '[r.% System Tools
@ Task Scheduler
@ Event Viewer
2| Shared Folders
&% Local Users and Groups
@ Performance
;.".; Device Manager
3 storage
= nj

Evolution Freedom Service Host

Start the service

Description:

Evolution Freedom Service Host
serves wsdls to 3de parties and Sage
Evolution

<

::-3 Services and Applications.
53 Internet Information Services (IS) Managei
&‘ SQL Server Configuration Manager
& WMI Control
@ SQL Server Configuration Manager

Name

{) Diagnostic System Host

{;!;, Display Enhancement Service

i€} Distributed Link Tracking Client

i€} Distributed Transaction Coordinator
. DNS Client

{;);, Downloaded Maps Manager

&) Embedded Mode

@;Encwpting File System (EFS)

&} Enterprise App Management Service
L+ A Evolution Freedom Service Host
£ Extensible Authentication Protocol
-.Q Fax

Q File History Service

i), FirmwareSwitchService

) Elavara O ie Softy ] clor Ao

Description
The Diagnos...
A service for ..
Maintains li..
Coordinates ..
The DNS Cli..
Windows ser..
The Embedd..
Provides the..

Enables ente..

Evolution Fr..
The Extensib..

Enables you ..
Protects user..

To upgrade f..

Dart,

=

available, select the Start option.

Q Enterprise App Management Service Enables ente...
#: Evolution Freedom Service Host —

.‘.'.) Extensible Authentication Protocol
-.Q' Fax Stop

Q File History Service Pause

{J‘ FirmwareSwitchService Reer e

.‘.‘J Flexera Corporate Software Inspector
£k Function Discovery Provider Host

Q Function Discovery Resource Publicat All Tasks .
:{“%?:_GameDV.R and Br_oad-:ast User Service Refresh

‘£ Geolocation Service

'-S:)_;Google Chrome Elevation Service Properties
l.‘.";)_;.GoogIe Update Service (gqupdate)

;f;}-_Gcoqu Update Service (qupdatem) =

14

c) Right click on the Evolution Freedom Service and Restart it. Else, if Restart it not
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Phase 4 - Configuration

You can now configure both the Freedom- as well as the Failover Service in the Evolution
company.

Apply the following steps to achieve the above outcome:

1.
2.

Login to the company with agent Admin.
Navigate to the Administration | System Configuration | System Wizard | Services

tab.

In here click the Auto Locate button.

E-mail

Versions

Repository

Access Control
Security Settings
Default System Tree
Update

Database Settings

Services

£ System Configuration Wizard o x

Freedom Service

Please select the System wide default Freedom Service. For the Failover Service please indicate
to use a local service or point to the server that will host the failover service.

e.g. (http:/flocalhost: 5000/freedom.core/)

Freedom Service v

Failover Service @ Use local service

Clear Auto Locate

Session Timeout

Session Timeout 20| & | Minutes

—

Notice how the Freedom Service field populates below.

& System Configuration Wizard o

E-mail

Versions
Repository
Access Control

Security Settings

Default System Tree

Update

Freedom Service

Please select the System wide default Freedom Service. For the Failover Service please indicate
to use a local service or point to the server that will host the faillover service.

e.g. (http:/flocalhost: 5000 /freedom.core/)

Freedom Service I http: //SAGPTAN13:5000/freedom.core/ | v

Failover Service ® Use local service

15
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5. From the above, notice the following format that can be manually captured if, for any reason, the
above field doesn’t auto populate.

PHRASE MEANING

http:// The opening phrase always start with http://

SAGPTAN13 The PC name where the Freedom Service is being accessed from

:5000/freedom.core/ The standard closing phrase. In here notice the port 5000 as mentioned
above. Please keep it unchanged.

6. For now, keep the selection on the Use local service option and then click the Finish
button at the bottom.

# System Configuration Wizard

E-mail Freedom Service

Please select the System wide default Freedom Service. For the Failover Service please indicate
Versions to use a local service or point to the server that will host the failover service.
e.g. (http:/flocalhost: 5000/freedom.core/)

Repository

Freedom Service http: //SAGPTANB3RY6P 13: 5000/freedom. core/ v
Access Control

Failover Service
Security Settings v

Default System Tree ‘

Clear ‘ I Auto Locate

Update

Session Timeout

Database Settings

Session Timeout 20| $ | Minutes

Services

Error Log

V| Enable Detailed Exception Logging;

WARNING : Users need write permissions to "ExceptionLogs” folder in order to create
exception logs. This folder will be created in the root directory of the Evolution install.

Appilication Statistics

Don't upload application statistics information

7. Reopen the same Evolution company and go back to the Administration | System
Configuration | System Wizard | Services tab.

16
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8. In here you should now notice that the currently logged in company database name
has been added to the end of the Freedom Service field value.

# System Configuration Wizard

E-mail Freedom Service

Please select the System wide default Freedom Service. For the Failover Service please indicate
Versions to use a local service or point to the server that will host the faillover service.

e.g. (http:/flocalhost: 5000 /freedom.core/)

Freedom Service http: //SAGPTAN13: 5000/freedom.corg/10LATEST v

® Use local service

Repository

Access Control
Failover Service

Security Settings

Default System Tree

Update

9. If for any reason the server PC on which the Freedom Service is installed and
accessed from, you can also make use of the Failover Service.

Therefore, if necessary, on the Service tab, simply enter the name of the relevant
sever PC name and the rest of the standard Freedom Service value as can be seen
in the required format below.

# System Configuration Wizard

Freedom Service

E-mail
Please select the System wide default Freedom Service. For the Failover Service please indicate
Versions to use a local service or point to the server that will host the faillover service.

e.g. (http:/localhost: 5000 /freedom.core/)

Repository

Freedom Service http: //SAGPTAN13: 5000 /freedom.core/10LATEST v
Access Control
Failover Service Use local service
Security Settings @) http://SERVER 2: 5000/freedom.core v
Default System Tree ‘ = ‘ I o .
Clear Auto Locate

L

Update

10. When done, click the Finish button again at the bottom to save the changes.
11. When any user now logs into the company thy will be able to use the Central Search,
My Dashboard and Alert Manager Mobile features in the company.

17
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Troubleshooting

When attempting to connect with the Freedom Service by clicking the Finish button at the
bottom of the Services screen, one of the following status / error messages may display.
The table below contains solutions to apply in order to resolve the issue.

Message

Solution

‘Connection string already
exist’

The Freedom Service already has a link to the connection
string.

‘Friendly name already exists’

The Freedom Service already has a link to a database
with the name you are trying to use. You are then given
the option to use this link.

‘Unable to connect using the
connection string provided’

There is an issue when trying to connect to the Freedom
Service. This message encompasses anything that could
prevent the connection i.e. invalid username / password /
permission.

‘Please try again later’

This message usually occurs when the Freedom Service
installation has become corrupt. You will need to repair
the Freedom Service installation.

‘Socket error #10061’

Connection refused — This error occurs when the
Freedom Service is not started / running, and the Sage
Evolution company is trying to connect to the Freedom
Service.

‘An attempt was made to
access a socket in a way
forbidden by its access
permissions’

This error may be due to a local VPN connection on the
local PC blocking the proper connection to the Freedom
Service, perhaps also as a result of port 5000 being
blocked. Therefore, please consult with your local IT
technician to help resolve this matter

If the connection still fails or if any of the features depended on the Freedom Service are not
functioning, make sure that your Windows user has access / permission to the Freedom
Service.

18
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Also apply the following steps:

1.
2.

Access and open the Evolution Freedom Service as explained in Phase 3, Step 6 above
Double click the Evolution Freedom Service | right click Properties. The screen

below should now display:

0
Evolution Freedom Service Properties (Local Computer) M

General | Log On | Recovery | Dependencies|
Service name:

Display name: Evolution Freedom Service

Description: Evolution Freedom Service -

Path to executable:
"C:\Program Files {x86)\Sage Pastel Evolution‘\Freedom Service'\Freedom.£

Startup type: [Momatlc %

Help me configure service startup options.

Service status:  Started

You can specify the start parameters that apply when you start the service
from here.

[ ok ][ Cancel Apply

N

Click on the Log On tab.

2 Y
Evolution Freedom Service Properties (Local Computer) ﬂ

| General | Log On | Recovery | Dependencies |

Log on as:

@ Local System account
[7] Allow service to interact with desktop

() This account: Browse.
Password

Confirm password

Help me confiqure user account log on options.

[ ok ][ Cancel || ooy

19
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5.
6.

Instead of using the Local System account, select the This account option above and

enter the required account details.
Also click on the Browse button to locate the required user account, and then enter the

password into the Password and Confirm password fields.

Evolution Freedom Service Host Properties (Local Computer) X

Generall Log On |Recovery Dependencies

Log on as:

O Local System account
Allow service to interact with desktop

Browse...

@ This account:

Password: LA AL L B L L]

Cﬂﬂﬂl'""l password: LI AL L L L L lL]

When done, click the OK button to safe changes made to the service properties.
Finally, restart the Evolution Freedom Service for the changes to take effect.
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