Sage Evolution ERP

by Sage Pastel SAG E PASTE L KN O\/\/LE D G E BAS E

DISCLAIMER: These articles refer to possible solutions and a platform to share information. Each article describes a method that solved a
problem (knowledgegathered from previous sites) and how Sage Evolution should operate. Please note; the information contained in these
articles should be treated as guidelines and adapted, due to the differences in business processes and IT environments. Articles may not be
applicable to all environments. If unsuccessful please post comments below or contact Evolution Support directly — Office: 011-304-3000 /
Email: evolutionsupport@sage.com.

VARIOUS TROUBLESHOOTING SOLUTIONS FOR THE DBNETLIB RELATED CONNECTION ERROR

The following critical error message may be received when attempting to open or locate an
Evolution company

Server and Database

* IUnable to connect to server "PYB-3ERYER113QLEXPRESS",
\lr) Reason; [DEMETLIB][ ConnectionCpen (Conneck()), 15pecified SQL server not Found

Or this one:

| Information - o - X

0 Server and Database

Unable to connect to server "SERVERLN\SOL2005",
Reazon: [DEMETLIB][ConnectionOpen
I (Connect()).)5pecified SQL server not found

Or this one:

|@ Login to Pastel Evolution

[ConnectionOpen (Connect(}).]SQL Server does not exist
or access denied
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There are a potential wide variety of reasons that could cause these kinds of errors and it became

therefore necessary to compile an extensive and complete guide on how to extensively
troubleshoot and resolve them.

Each of the 33 potential solutions discussed below should be followed one at a time until the
DBNETLIB problem is resolved, but immediately after applying each solution, test to see if the

problem has been resolved by trying to open, or locate an Evolution company again. If it’s working
then obviously no further troubleshooting is required.

The various solutions have been divided into two groups:

e Minor impacting the Evolution network (Easy Troubleshooting steps)

These solutions have steps that are very easy to trouble shoot although some of them

might require the client’s local IT consultant to assist in resolving the specific
problem/setup.

Major impacting the Evolution network (More complex and multiple steps involved)

These solutions require a lot of the client’s local IT consultant assistance in order to
troubleshoot and configure certain settings.

It’s advisable to first read through the whole document and then systematically work your
way through all the solutions as you practically apply them until you’re successful in
completely resolving the DBNETLIB error.

We've tried to order all the solutions from least to most complex.

SOLUTION 1: ENSURE THE SQL SERVER PC IS ACTUALLY TURNED ON
For obvious reasons ©

SOLUTION 2: ENSURE THE SQL SERVER IS RUNNING

First test if the actual SQL server instance that host the relevant Evolution company database (that

you try to open or locate), is actually running. If not then start it up via MS SQL Configuration
Manager.
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SOLUTION 3: CURRENTLY LOGGED IN WINDOWS ACCOUNT ON SQL SERVER PC

Ensure that the currently logged on Windows account on the SQL server is the one that is supposed
to have been logged on to it, as opposed to someone else without sufficient Windows rights on
the server.

SOLUTION 4: VALIDATE THE CORRECT SQL SERVER INSTANCE NAME IS USED

A very common mistake made is to incorrectly have entered the SQL server instance name on the
company locate screen.

Locate Pastel Evolution

SQL Server and Database

[ sQL server Name ASIHBWSBENPIE\SQL 2008R 2]

@) Use Windows MT authentication

':::' Use SQL Server authentication

L_j Database Mame

PASTEL | evoLution

The spelling of the SQL server name needs to be absolutely typed in correctly and just one spelling
mistake is sufficient to result in the DBNETLIB error.
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To confirm the correct SQL server instance name, do the following:

Open MS SQL Management Studio and copy the relevant SQL Server instance name from the
Connect screen, paste that (or correctly retype) on the Evolution company Locate screen, and

continue with the rest of the company location wizard.

,
e I
Microsoft*

2 SQLServer2008r2

Server type: Database Engine -
Server name: I PASJHEWSBENPIENSGL2008R2 I =
Authentication: [Wlndows Authentication v]

| SAGESL‘\bennie.pienaar

SOLUTION 5:

Ensure the following configurations are always in place:

USER ACCOUNT CONTROL SETTING

1. On the local PC where the error is encountered as well on the Evolution server PC (for Windows

Vista and higher operating systems)

Control Panel | User Accounts | Change User Account Control settings

'|$_, » Control Panel » All Control Panel ltems » User Accounts

File Edit View Tools Help

Control Panel Home

Manage your credentials

Change your picture

Make changes to your user account

Link online D=

Manage your file encryption

@' Change User Account Control settings I

certificates

Configure advanced user
profile properties

'@' Manage User Accounts

To change your password, press Ctrl+Alt+Del and select Change a password.

Change my environment
variables
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Ensure the setting below is on Never Notify, select OK and then restart the PC

. b
) User Account Control Settings E@Iﬂ
Choose when to be notified about changes to your computer
User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings
Always notify
e - Never notify me when:
*  Programs try to install software or make changes to
my computer
- - * Imake changes to Windows settings
.@ Mot recommended. Choose this only if you need to
use programs that are not certified for Windows 7
- - because they do not support User Account Control.
MNever notify
[ ) OK ] [ Cancel
SOLUTION 6: LOCATE COMPANY ON THE EVOLUTION SERVER USING SQL

AUTHENTICATION

Try to locate the company on the Evolution server but this time use SQL Authentication (and not
Windows Authentication) with the SA user and correct password. If it fails here as well, it indicates
that it’s not necessarily a network issue at all and you might then need to reset the SA password
or perhaps correct the access rights on the SA account to its original state if it has been changed
by the client.

SOLUTION 7: USING THE SAME WINDOWS ACCOUNT ON DIFFERENT PC’S

Always refrain from using the same Windows account to log onto more than one Pastel Evolution
related workstation.

For instance Windows account TONY is used on more than one Evolution workstation. It might still
be successful for Windows user TONY to open an Evolution company on the first workstation, but
the might receive the above displayed DBNETLIB error when trying to open an Evolution company
from another workstation where the same Windows account TONY is also logged onto the other
workstation.
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SOLUTION 8: TURNING FIREWALL OFF

It might be worth turning off the Firewalls on the Evolution server and workstations when you are
still getting the DBNETLIB error with all of the above solutions in place, even when your Firewall
ports are correctly setup.

If this proves to resolve the DBNETLIB problem, then the client’s local IT consultant need to
troubleshoot further as it could be an internal IT/network related issue that might still be blocking
proper access between the Evolution server and the workstations, when trying to locate the
company.

Such reasons could be due to hardware related issues (network cables, routers, switches, network
cards) or even certain restrictive Domain policies (where relevant).

SOLUTION 9: ANTI-VIRUS SETTINGS

In some cases SQL network communications (as used by Evolution) can also be blocked by certain
anti-virus programs on the server and workstations. As a start, turn off all anti-virus programs and
test it from here. It might for instance be that you need to unblock the TCP/IP and UDP ports on
them, or allow for other communication settings.

However, it is known that specifically Trend Antivirus anti-virus should uninstalled if in use, and a
different anti-virus installed in its place. Trend slows Evolution down quite a lot and could cause
the DBNETLIB error.

SOLUTION 10: EXPIRED ANTI-VIRUS ON SERVER

In an actual incident the following was found:
Kaspersky, the well-known anti-virus, has been installed and was working fine on the server PC.

However, one day its license expired and since then only the one Evolution workstation could
connect to the server with one of the above DBNETLIB errors appearing on the other workstation.
It didn’t even resolve the problem by simply turning off the Windows Firewall on the server PC, or
to format the problematic workstation.

Only when the following was done, the above problem was resolved:

1. Properly uninstalled Kaspersky from the server PC

2. 0On the server’s Windows Firewall the client’s IT expert ensured the factory default settings were
restored. This is because there might have been a deeper security layer being affected by
Kaspersky that was required to be cleared also.

An immediate question that comes to mind here is: so why then did the other workstation not had
any connection problems as the problem was clearly caused by the server’s anti-virus package?
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We think that this is because of the other workstation (where no connection problems were
experienced on) was still connected to the server at the time when the anti-virus license expired
(while the problematic workstation wasn’t), and that all new connections were effectively blocked
by the expired Kaspersky somehow.

This speculation could be proven wrong but it’s so far the best theory the client’s IT expert and
myself could thought of.

SOLUTION 11: WINDOWS USER ACCOUNT WITHOUT PASSWORD

Under certain conditions it might be that blank Windows account passwords on the server and
workstations could result in no proper authentication with the server to be established, even if
using SQL Authentication to locate companies. Therefore, always ensure the Windows account has
a password and try again to locate.

SOLUTION 12: GENERAL NETWORK CONNECTIVITY

The workstation experiencing the DBNETLIB error must be able to browse the local network, and
be able to especially view the Evolution server PC through Windows Network Neighborhood.
When this is not possible, the client’s local IT consultant should first address this and ensure normal
network communication has been established for the workstation.

A) PINGING
However, it might be worth doing a quick PING test between the workstation and server, and vice
versa

This is done by going to the Command Prompt on the local PC and pinging the other PC using its IP
address

For example: ping 10.16.36.71

BN Administrator: C:\Windows\system32\cmd. exe |£|Elﬂ—hj

Windows IP Configuration

Ethernet adapter Local Area Connection:

GConnection—specific DNS Suffix sagesl.za.adinternal.com
IPud Address. . . . . . . - . . 18.16.36.71

Subnet Mask . . . . . . . . . . 255_255._255.8

Default Gateway . . . . . . . . 18.16.36.1

C:=~Users“bennie.pienaar.SAGESL *ping 1A.16.36.71

Pinging 1W_16.36./1 with 32 bytes of data:

Reply from 18.16.36.71: bytes=32 time{ims TTL=128
Reply from 18.16.36.71: bytes=32 time<{ims TTL=128
Reply from 18.16.36.71: bytes=32 time<{ims TTL=128
Reply from 18.16.36.71: bytes=32 time{ims TTL=128

Ping statistics for 18.16.36.71:
Packets: Sent = 4. Received = 4, Lost = @ <Bx loss>.

um = Bms,. Maximum = Bms,. Average = Bms

L= IS EPS AIENN AR - PIEddr . SOHULD LA
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From the above the Sent = 4, Received = 4 and Lost = 0 section above is important to notice and
indicates a proper network access to the mentioned IP address. No data packet must be lost at all.
However, you should also run a Continues PING to test the network accessibility and stability even
further as a 0 packets lost on the PING test above won’t necessarily guarantee all is Ok on the
network.

B) NETSTAT COMMAND

It may also help to test if the required TCP/IP port = 1433 and the UDP port = 1434 is actually
‘listening’ and activated
One very useful way of accomplishing this would be to run a Netstat command as follow:

1. Anywhere within the local workstation’s and server PC's Command Prompt, type in NETSTAT -
AN

2. Notice the 1433 port below that has a status of LISTENING if it’s working fine.

C:~Users*netstat —an
Active Connections
Prote Local Address ddress
TICP A.Aa.8.8:=21
ICP Aa:-80
ICP
TICP

T T

TCP

o o8 o1 0B

I

v '
i@ o
Zieaam

A.a
a.8
@.a
8.0

TGP
TCP
TICP
TGP
TCP
ICP
TGP

[l -l -l Sl ol el el =

I DEEEEREE®R
I DEEEEREE®R

SOLUTION 13: INSUFFICIENT NETWORK ACCESS PERMISSIONS

Even if using a local Administrator account type on the workstation, go to Start | Run (or simply
the search field above Start) and type in: \\servername (e.g. \\EVOSERVER )

If you get a typical Windows Log On screen to enter your Windows account name and password,
it could indicate some network permissions issue. Therefore get the client’s local IT consultant
involved to resolve this.

SOLUTION 14: SQL SERVER CLIENT NETWORK UTILITY

On the server and all workstations do the following:
e Goto Start | Run (or just Start and place your cursor in the search field on top of Start)
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e (Capture cliconfg and Enter

e Ensure TCP/IP and Named Pipes are displayed under Enabled protocols by order and the
Enable shared memory protocol option selected

A, SQL Server Client Network Utility ® S|

General lNias I DE—LiblaryOptionsI Networl meriesl

Disabled protocols: Enabled protocols by order:

Enable = |
<< [isable |

TCF/IP
Named Fipes

i' 2 | Froperties...

™ Force protocal encryption
i I [ Enable shared memary protocol I

f ok | camcel | sy | Hep

L =l

Force protocol encryption option must be unselected

e Select OK when done

After this, if you still encountering the DBNETLIB error on the workstation, then
shutdown (not restart) the entire Evolution network. Shutdown server and all
workstations, turn them on after 30-60 seconds and retest the Evolution company
connection.

SOLUTION 15: REFRESH THE SA PASSWORD

Change the SQL SA password within Management Studio, restart the SQL engine instance and try
again to open or locate the company

SOLUTION 16: USING THE SQL SERVER’S IP ADDRESS TO LOCATE THE COMPANY

Instead of using the actual SQL server instance’s name, try locating the server with its IP address.
If the relevant server is installed as a specific Named instance, then capture the SQL Server Name
field on the company Locate screen as IP ADRESS \ INSTANCE NAME

For example:
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p——
Locate Pastel Evolution Dat: ‘
— - -

SQL Server and Database |
- [ 501 Server Name I 34‘556‘300.21\SQL2008R2| - |
( )

(@ Use Windows NT authentication
%

PASTEL | evoLution

() Use 5QL Server authentication

B Database Name -

SOLUTION 17: BIC INSTALLATIONS

It might be that a corrupt or multiple BIC installations could be found on the workstation that
encounters the problem.
Therefore, simply uninstall all instances of BIC, restart the workstation and try again to locate.

SOLUTION 18: WINDOWS USER ACCOUNT TYPE

The Standard Windows account user type should be sufficient to work on Evolution. However, try
upgrading the user to the Administrator account type and test if that is not perhaps working.

If it’'s working but the client insists that the Windows Account type must be Standard, then it
becomes a client IT related matter to resolve as Evolution has no limitations on Standard type users
in general, as long as the local PC’s Registry is accessed by all actions performed in Evolution.

It must therefore be possible for the Registry to be automatically updated by the Windows account
when working in Pastel Evolution, as Registry keys needs to be updated with certain actions
performed in Evolution, such as opening a screen, set screen customizations etc.

SOLUTION 19: FIREWALL PORTS

MS SQL network communication requires 2 critical ports to be opened / unblocked on the
Evolution server PC as well as on all Evolution workstations.
They are

e UDP - using port number 1434

e TCP/IP — using port number 1433

Please remember that from Windows 7 and higher operating systems you need to configure 4
different ports: 2 Outbound ports for UDP and TCP/IP respectively and 2 Inbound ports for UDP
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and TCP/IP respectively. We have a separate and very detailed guide on how to set it up available
for those who need it.

SOLUTION 20: ADDING PASTEL EVOLUTION AS AN APPLICATION ON THE FIREWALLS

Especially since Windows 7 it might be required to also add Pastel Evolution, using the
evolution.exe, as an application on the Firewalls of the Evolution workstations and server PC.

The following procedure describes how to do this for Windows 7, Windows Server 2008 PC’s and

higher:

Add a program exception to the firewall using the Windows Firewall item in Control Panel.

1. On the Windows Firewall item in Control Panel of the server, select Allow a program or
feature through Windows Firewall.

I R —

@vlo » Control Panel » All Control Panel Items » Windows Firewall

Control Panel H . ; .
e Help protect your computer with Windows Firewall

Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.

) Change notification settings How does a firewall help protect my computer?
@ Turn Windows Firewall on or What are network locations?
off

@ Restore defaults @ For your security, some settings are managed by your system administrator,

) Advanced settings 2 ) —
@ Domain networks Connected (&)
Troubleshoot my network

Metworks at a workplace that are attached to a domain

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

Active dorain networks: |:‘m root.adinternal.com
Motification state: Notify me when Windows Firewall blocks a new
program

. '@) Home or work (private) networks Not Connected "

. '@) Public netwarks Not Connected ()
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2. Select the Allow another program button below

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed pregrams and ports, click Change settings.

What are the risks of allowing a program to communicate? Change settings
@ For your security, some settings are managed by your system administrator,

Allowed programs and features:

Name Domain  Home/Work (Pri.. Public  Group Pelicy *
Amethyst-exe O O Yes E
[ BranchCache - Content Retrieval (Uses ... O O O Mo
[ BranchCache - Hosted Cache Client (U... O O O No
[ BranchCache - Hosted Cache Server (U... O O O No
[ BranchCache - Peer Discovery (Uses W... O O O No
Cashcode SQL Browser UDP O O No
M Cashcode SQL Named Pipes TCP O O No
[ Cashcode SQL Named Pipes UDP O O No
Cashcode SQL TCP O O No
[ Connect to a Network Projector O O O Ne
Core Networking No
[¥] D'atabase Service Manager O O Mo i
Details... Remaove

I[ Allow ancther program...

3. Onthe Add a Program screen, select the Browse button and browse to the location of the
Evolution application: evolution.exe

r Y
Add a Program -] - u

Select the program you want to add, or dick Browse to find one that is not
listed, and then dick OK.,

Programs:
[7F 7-Zip Fil= Manager -
|=) Az5QL Script Decryptor Lo
QJBackup4all 3

B3 B0E Administrator

@Erilliant Accounting

@Brilliant Point of Sale

@Brilliant v11 {Paradox) Conversion

[= Brilliant v11 (Paradox) Conversion

b Create a System Repair Disc

@Dam Import Expert

I@Dam Prafile Viewer -

Path: C:\Program Files\7-Zip\7zFM.exe -

What are the risks of unbloddng a program?

You can choose which network location types to add this program to.

MNetwork location types... I Add ]’ Cancel ]
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For example: C:\Program Files\Pastel Evolution6.80.45

Select the program you want to add, or dick Browse to find one that is not
listed, and then dick QK.

-
AddaP
a Program -

Programs:

B‘! Maintenance -
EMicrosoft Forefront Endpoint Protection
Manitor

(B Moregalf Create GL Accounts
WMDziIIa Firefox L
£ 0DBC Administrator

@Pastel Evolution |
@Pastel Evolution
{i® Pastel Evolution
{i® Pastel Evolution
ﬁ Pastel Evolution
Y

Path: C:\Program Files\Pastel Evolutions.80.45\Evo

What are the risks of unblocking a program?

You can choose which network location types to add this program to.

Metwork location types... Add ] [ Cancel

4. Alternatively select the application from the displayed list and the Add on the button
below

5. It might also be preferable to browse to the SQL executable and add that also on the
Firewall

E.g.
C:\Program Files\Microsoft SQL Server\MSSQL10_50.5QL2008R2\MSSQL\Binn\sqlservr.exe

6. Close the Windows Firewall

SOLUTION 21: MS SQL SERVER VS EVOLUTION VERSION COMPATIBILITY

Some older versions of Pastel Evolution, such as Version 5.01 and before are not supported with
MS SQL 2008 and the DBNETLIB error could therefore be expected when this is the case. Also,
Evolution version 6.50 and higher is no longer supported on MS SQL 2000.
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Therefore, rather upgrade Evolution / MS SQL when you have these kinds of current setups when
applicable.

SOLUTION 22: SQL SERVER BIT VERSION INCOMPATIBLITY WITH OPERATING SYSTEM

Always ensure that the same BIT version (32 vs 64) exist on the installed SQL server as on the
server’s operating system. If not so, then correct this first by uninstalling and re-installing the
correct SQL version.

The BIT version can be viewed on the SQL Configuration Manager

% Sal Server Configuration M
File Action View Help
ke 21 I EWREY

48 SQL Server Configuration Manager (Local) | Name Order Enabled
d SQL Server Services ¥ Shared Mem... 1 Enabled
4. SQL Server Network Configuration (32bit) FTCP/IP P Enabled
& SQL Native Client 10.0 Configuration (32bit) “~Named Pipes 3 Enabled

TVIA Disabled

2 Aliases
» .8 SQL Server Network Configuration
» 2 SQL Native Client 10.0 Configuration

SOLUTION 23: SPECIAL CHARACTERS ON SQL INSTANCE NAME

In some cases it’s been found that any special characters such as asterisks (*), single apostrophes
etc. and even dashes could perhaps cause DBNETLIB errors on the network. Therefore correct this
by installing a new SQL instance without any of these characters, transfer the companies over to
the new instance and then try to locate.

SOLUTION 24: OTHER SERVICES CLASHING WITH THE DOMAIN NAMING SERVICE (DNS)
OR THE DNS SIMPLY NOT WORKING PROPERLY

The client’s local IT consultants should assist with this one.

It might be that a specific application’s service or something else on it, could be clashing with the
DNS as access by the workstation / server and this could also cause DBNETLIB errors

A possible culprit here could perhaps be TEAM VIEWER which seems to let the workstation losing
its IP address connections with the server.

Another example could be VPN related applications such as OPEN-VPN (and perhaps also Norton
Ghost). It's been proven when such services have been turned off, the DBNETLIB error was
resolved.
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Also check if plugged in internet access cards that are connected could perhaps cause a clash on
the network access to the SQL server instance.

Finally, it might also be that the local workstation” or SQL server PC’s DNS is not working properly
and should be properly troubleshooted by a local IT technician.

SOLUTION 25: MS SQL CONFIGURATION MANAGER SETTINGS

Two critical network protocols for SQL Server 2005/8 needs to be configured, namely
e TCP\IP
e Named Pipes

In order to accomplish this, go to:

Start | Programs | SQL Server | Configuration Tools | SQL Server Configuration Manager.

There are 2 separate places on the screen below to configure both ports mentioned above, namely
in SQL Server Network Configuration | Protocols for MSSQLSERVER (the actual relevant instance
name) and SQL Native Client Configuration | Client Protocols

e Expand it to reveal the relevant MS SQL Server instance

8 50 Semer Contgurion Warage W

File Action View Help

=2 zBc=H

‘@ SQL Server Configuration Manager (Local] Protocol Mame Status
B SQL Server Services . . %~ Shared Memory Enabled
4 _E_ SQL Server Metwork Configuration %~ Namned Pipes Enabled
W= TCP/IP Enabled
Fvia Disabled

== Protocols tor SULEAPRZ00ESTD
F] .. SQL Mative Client 10.0 Configuration

Client Protocols

\% Aliases

e On the right side of the screen, right click on the first protocol, TCP/IP, and select Enable.

Marne Crder Enabled
U shared Mermory 1 Enabled

W Marned Pips Enabled

SVIA Dizahle Disabled
Crder

Properties

Help
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e Repeat this for the Named Pipes protocol also.

e Expand it and select Client Protocols

¥r SQL Server Configuration Manager,

File  Action Wiew  Help

- = B 2

‘@ 3L Server Configuration Manager (Local) Mame Cirder Enabled
[ SGL Server 2005 Services % Shared Memary 1 Enabled
= H SGL Server 2005 Network Configuration STCR/P = Enabled

- B Pratocols for M3SQLSERVER

: Mamed Pipes 3 Enabled
= . 3L Mative Client Configuration ¥ P

VA LCisabled

e Aliases

e Repeat the steps as with the SQL Server Network Configuration to enable the TCP and
Named Pipes network protocols

While still in the Configuration Manager, also ensure the SQL Browser is Running and its Start
Mode is set to Automatic

File Action View Help

bl AN NENET] 7 JECROJOXC)

‘@ SQL Server Configuration Manager (Local) Mame State Start Mode
E zqt :er\.rer ;er\.rlcesk Confi . -@ SQL Server Integration Services 10.0 Running Automatic
4 EE: P e;\.rer | e:w(;rQu:;al::ratlon @SQL Server Analysis Services (SQL2008RZENT) Running Automatic
g P'°t°c°|5 f°' SQLI00BR2ENT i 5QL Server (SQL2008R2) Running Autornatic
rotocols for
Ef Protocols for SQLEXPR200SSTD ﬁ) SQL Server (SQL200ERZENT) Running Automatic
N .. SQL Native Client 10.0 Configuration @ SQL Server (SQLEXPR2008STD) Running Automatic
@SQL Full-text Filter Daemon Launcher (SQL2008R2ENT) Running Manual
SQL Server Reporting Services (SQL2008R2ENT) Running Automatic
[ SQL Server Agent (SQL2008R2) Stopped Automatic
[ 5QL Server Agent (SQL2008R2EN Running Automatic
B2 o] Copiar fiocn & DR geTpy oo thor (Do ste...
' S0L Server Browser Running Automatic

Restart the relevant SQL Server instance database engine within Management Studio
SOLUTION 26: MS SQL MANAGEMENT STUDIO SETTINGS
1. Authentication Types

There are two different server Authentication logon modes, also referred to as Authentication
Types, for SQL Server 2005/8:
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e Windows Authentication Mode — Only allows for Windows Logon mode, or

e Mixed Mode — Allows for both Windows and SQL logon modes

Note that the relevant Authentication Type can already be selected during the MS SQL server
installation process but it can also be changed afterwards.

Windows Authentication Type means that the Windows user of the network workstation PC
attempting to connect to the SQL Server instance needs to have the applicable Administrative
rights on the server PC. On a normal network this will not always be practical from a security point
of view.

For this reason MS SQL is allowing the Mixed Mode Authentication Type which is enabling both
Windows and SQL logon modes on the SQL server instance.

On a typical Evolution network, an Evolution workstation would therefore specifically use the SQL
Authentication Type when connecting to the SQL server instance. This is done by using the ‘SA’
(the SQL instances’ System Administrator) logon user name and its password when setting up the
connection.

To enable Mixed Mode authentication:

1. On the MS SQL server PC, open the SQL Management Studio utility.

2. Within the main Management Studio screen, right click on the server name and select
Properties.

K. Microsoft SOL Server Management Studio Express

File Edt WView Took Window Communty Help
SANewouery [y (3 T dd EBLE S

Chiject Explorer
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3. On the Server Properties screen, select the Security page link on the top left, and under Server
authentication on the right, select the SQL Server and Windows Authentication Mode option.

Click OK at the bottom.

F Server Properties - PASJHEWSBONNIER

Snlectapogn Vareis=
- g B sep - [iHen
* Memory [
__zﬁwnu Sarver
* Connections Windowis Avthenkicaiion
_* Dasbae Seftrgs < oo -
2 Advanced () S0OL Servet and Windows Suthentiction mods
5 Pamizzions
Logn audting
O Hone
(%) Faled bogns orkp
() Syccesshul kgt crly
) Both fsled snd sucessshd logne
Server prowy accourt

1] Enable smtyst piose account

| Comecten
Server. Diption:
PASIHEWSEEMNIER
SOFTLINE \Bervee Prensar ] Enabls C2 st uacng
5} Vew 0o w0 chars
| Fogess
Fleady

2. Remote Connections

It might be that the Allow remote connections to this server option on the SQL server Properties
| Connections page is unselected. Make sure that this option is always selected!

7§ Sener properes - s BPESOE W I e 8 ]

8 script + [ Help

Connections
Maximum number of concument connections {0 = unlimited):

oo

B3

&7 Pemissions

Use qu jovemor to prevent long+unning queries
se query g pr ) g qt
0 H

Default connection options:

implicit transactions
cursor close on commit
ansi warmings

ansi padding

ANSI NULLS
arithmetic abort

[ »

Connection | Remote server connections

g%.ﬁ-l:BWSEENPIE\SG - | [ Allow remote connections to this server

Conngction: =
SAGESL‘bennie pienaar o

Flemote guery tmeout i ssconds, 1 = no tmeoud)

. .
“!} View connection propetties [] Require distributed transactions for serverto-server communication

Progress

Re _ -
B, @ Configured values () Bunning values
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3. Confirming SA password and configure its logon security

When using SQL Authentication to locate the company you need to ensure the correct SA password
is used.
By default, when SQL Server 2005/8 is installed a main SA login, with user name SA, gets created
for which you specify a password when going through the installation setup wizard.
However, when specifying this password during installation, the length of the password value must
be of a certain length and should comply with Microsoft’s strict complex password rules.
This password may fortunately still be changed within Management Studio afterwards.
To change the SA password and to configure logon security, do the following within Management
Studio:

e double click on the Security folder,

e double click on the Logins folder
e double click on the sa user

On the top left of the Login Properties — sa screen, select the General page option and confirm the
case sensitive password on the right side of the screen.

Note that MS SQL applies very stringent password rules (e.g. requiring at least a capital letter
and minimum password length).

To overcome this, enter any password (and retype in the ‘Confirm password’ field) and unselect
the Enforce password policy option (when the entered password is not meeting MS SQL’s
password rules).
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F Login Properties - sa

| & scit ~ [Ty Heb
Z‘?‘ Server Foles z
' Uses Mapping Login pame: [ea
& Status
Password: (#sssssscsenens |
Confirm passwond T T T T T T Ty |
[] Enfosce password palicy
Cerlificate name; | _|
i = .
Lesnoms |
Server:
PASJHEWSBENNIER =
; Defaull database: | master v |
Crinnedtion: Bhizovend
SOFTLINE\Eenrie Fienaat Defaul languags: Englich v|
3¢ \iew connection properties
Progress i
Ready
oK || cancel |

4. SA Logon security

By still remaining on the Login Properties — sa screen, on the left of the screen, select the Status
page option

On the right of the screen ensure the Grant option is selected under Permissions to connect to
database engine

Also on the right, select the Enabled option under Login
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F Login Properties - sa

4 User Mapping Seltings
Peimission to connect to database engne;
@ Grant
O Deny

Login:
©® Enbled
© Digabled

Status

SOL Seaver suthentication:

|
Server
PASJHEWSBENNIER

Connechon:
SOFTLINE\Bennie. Fienaar
L1 i i

| Pogers |
@ Eror occured

ok ) [(Comee ]

When done click on OK above
5. Restart the SQL Engine

Back on the main Management Studio screen, right click on the SQL server instance, and select the
Restart option.

A confirmation screen will appear. Click yes
Wait until done and then Management Studio can be closed.

icrosoft SQL Server Management Studio Express

File Edit view Tools ‘Window Community Help
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SOLUTION 27: WINDOWS HOME OPERATING SYSTEM VERSION

It might be that the workstation/s receiving the DBNETLIB problem is on a Windows Home edition
(e.g. Windows 7 Home). Especially when the main SQL server PC is on Server 2012, this might
become an issue. Please note that Sage Pastel don’t recommend Windows Home edition for a
network environment and the client should therefore rather upgrade to a more network
compatible edition of Windows for such workstations.

SOLUTION 28: STRICTER WINDOWS SECURITY REQUIREMENTS

Another possible reason could be due to a recent Windows Update that actually increased the
sensitivity to potential security threats or concerns on the server PC.

As a result this lead to the DBNETLIB error and the user is now required to add certain Windows
Firewall setups on the server.

Ensure you have 2 Inbound ports on the server and all workstation PC’s, one each for:
e TCP (port number 1433) and
e UDP (port number 1434)

Ensure you have 2 Outbound ports on the server and all workstation PC’s, one each for:
e TCP (port number 1433) and
e UDP (port number 1434)

Then also follow these instructions if the above still proves insufficient:
1. Close all applications on the SQL server PC, open the Windows Firewall and select the
Advanced Settings button

%v|ﬂ » Control Panel » All Control Panel kems » Windows Firewall

File Edit View Tools Help

Control Panel Home

Help protect your computer with Windc

Allow a program or feature Windows Firewall can help prevent hackers or malic

through Windows Firewall through the Internet or a network.
'SJ Change notification settings How does a firewall help protect my computer?
'SJ Turn Windows Firewall on or What are network locations?

off
'@J Restore defaults
'@J Advanced settings
. [@‘ Domain networks
Troubleshoot my network

Metworks at a workplace that are attached to a don

@ For your security, some settings are managed b

Windows Firewall state:

Incoming connections:

Active domain networks:

2. Select Inbound Rules on the top left and New Rule on the top right



Sage Evolution ERP

by Sage Pastel SAG E PASTE L KN O\/\/LE D G E BAS E

DISCLAIMER: These articles refer to possible solutions and a platform to share information. Each article describes a method that solved a
problem (knowledgegathered from previous sites) and how Sage Evolution should operate. Please note; the information contained in these
articles should be treated as guidelines and adapted, due to the differences in business processes and IT environments. Articles may not be
applicable to all environments. If unsuccessful please post comments below or contact Evolution Support directly — Office: 011-304-3000 /
Email: evolutionsupport@sage.com.

|
L
:
g

ﬂ Windows Firewall with Advanced Seculil‘y_‘ . r

File Action View Help
@ 7E = H
2 Mindews Freuallwith Advanc Actions

Jinkound fucs) Name Group Profile  Enabled  Action || Inbound Rules -
5 b ules . §
B Connection Security Rules ey All Yes Allow L W New Rule.. I
- B, Monitoring @Cashcode SQL Browser UDP Domain  Yes Allew | =TS Filter by Profile »
@Cashcode SQL Named Pipes TCP Domain  Yes Allow | - i .
@Cashcode SQL Mamed Pipes UDP Domain  Yes Allow et bytate
N @ Cashcode SQLTCP Domain  Yes Allow 7 Flter by Group 4
@Cashcode SQLTCP Domain  Yes Allow View »
@Database Service Manager Domain  Yes Allow 6 Refresh
@Databasa Service Manager Public Yes Allow

3. Select Program and Next below

, 1
B e e e o

Rule Type

Select the type of firewall ule to create. I
Steps:

@ Rule Type What type of ule would you liks to create?

@ Program

@ Action @ Program

@ Profile Rule that controls connections for a program.

@ Name ) Port

Rule that controls connections fora TCP or UDP port.
) Predefined:
BranchCache - Content Retrieval (Uses HTTP)
Rule that controls connections for a Windows experience

() Custom
Custom rule.

Leam more about nle types

[ —
< Back Mext > Cancel

— e J

4. Select This Program path and the Browse button

Then browse to C:\Program Files\Microsoft SQL
Server\MSSQL10_50.5QL2008R2\MSSQL\Binn\sqlservr.exe
and then the Next button below

Please note that MSSQL10_50.SQL2008R2 in this case points to the relevant SQL instance
folder, therefore ensure the correct instance folder is used on your side when browsing.
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, ,
BB e e o Y e

Program
| Specify the full program path and executable name of the program that this ule matches. I
Steps:
@ Rule Type Dioes this rule apply to all programs or a specific program?
& Program
@ Action () All programs
@ Profile Rule applies to all connections on the computer that match other rule properties
@ Name

This program path:

Example: c:path'program.exe
%ProgramFiles % \browserbrowser exe

Leam more about specifving proarams

<Back || Met> |[ Cancel

— J

5. Select Allow the connection

[ = Bl
B o e W -

Action
| Specify the action to be taken when a connection matches the condtions specfied in the rule. I
Steps:
@ FRule Type What action should be taken when a connection matches the specified conditions?
@ Program =
. I @ Allow the connection I
oo This Includes connections that are protected with IPsec as well as those are not.
@ Profile -
) Allow the connection if it is secure
@ Name

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and nules in the Connection Security
Fule node.

) Block the connection

Leam more about actions

<Back |[ MNew> |[ Cancel
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6. Ensure all options below are selected and the Next button

Profile
Specify the profiles for which this rule applies. I
Steps:
@ FRule Type When does this rule apply?
@ Program
@ Action Domain
@ Profile Applies when a computer is connected to its corporate domain.
@ Name Private

T

Applies when a computer is connected to a private network location.

Public
Applies when a computer is connected to a public network location.

Leam more about profiles

<Back |[ MNed> |[ Cancel

7. Enter an appropriate name and Finish below

: ,
e N

Name

Specify the name and description of this rule.

Steps:

L ]
L
@
@
L ]

Rule Type
Program
Action
Profile

Name

Name

SQLSERVR

Description {optional):

<Back ][ Fnidr | [ Cancel
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8.
9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

SOLUTION 29: ADDING SQL SERVER ON THE WINDOWS FIREWALL

Repeat Step 1

Select Outbound Rules and New Rule

f 0 Windows Firewall with Advanced Security - lilﬂu‘
File Action View Help
| E =]
i e Actons
i Inbound Rules Name Group B Profile  Enabled  Action * || Outbound Rules =
Bl
; Connection Security Rules @ser All es Allow WY NewRule..

- ™l Monitoring @Cnre Metwaorking - Destination Unreacha... Domain  Yes Allow T Filter by Profile »
@Cure Metworking - Destination Unreacha... Private.. Yes Allow |z .
@Core Metworking - Packet Too Big (ICMP... Domain  Yes Allow W, [Pteiby State ’
@Core Networking - Packet Too Big (ICMP... Private.. Yes Allow 7 Filter by Group 4
@Core Metworking - Parameter Problem (L... Domain  Yes Allow | View »
@Core Metworking - Parameter Problem (L... Private.. Yes Allow

] 3 |G| Refresh

@Core Metworking - Time Exceeded (TCMP... Domain  Yes Allow
(@) Core Networking - Time Exceeded ICMP... Private.. Yes Allow = Bxport List..
(@) E-MAIL SMTP OUTBOUND All Yes Allow Help
@FI'P OUTBOUND All Yes Allow
@Networking - Destination Unreachable (1., Private.. Yes Allow
@Networking - Destination Unreachable (... Domain  Yes Allow
@Netwnrking - Parameter Problem (ICMP... Private.. Yes Allow
@Netwurkmg - Parameter Problem (ICMPv... Domain  Yes Allow
@Networking - Redirect (ICMPv4-Out) Domain  Yes Allow

Repeat Steps3to 7
Repeat Steps 1 — 4. But on step 4, browse to the SQLAGENT.EXE file this time

Repeat Steps 5 — 7 (Enter SQLAGENT on Step 7)

Repeat Step 1
Repeat Step 9
Repeat Step 3

Repeat Step 4 but here also browse to the SQLAGENT.EXE file

Repeat Steps 5 — 7 (Enter SQLAGENT on Step 7)

Restart the PC

You should now be able to locate the company

The following solution should especially be considered when the SQL server is hosted on a

Windows 7 or Windows Server 2008 (or above) PC:
Add a program exception to the firewall using the Windows Firewall item in Control Panel.

1.

On the Windows Firewall item in Control Panel of the server, select Allow a program or
feature through Windows Firewall.
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. R e—" |
®v|ﬂ + Control Panel » All Control Panel ltems » Windows Firewall

Control Panel H . . .
e Help protect your computer with Windows Firewall

Allow a pragram or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall through the Internet or a network.

Change notification settings How does a firewall help protect my computer?

Turn Windows Firewall on or What are network locations?
off

Eaiarkictaulis @ For your security, some settings are managed by your system administrator.

Advanced settings i
l @ Domain networks Connected (#)
Troubleshoot my network

@@ @@

Metwaorks at a workplace that are attached to a domain

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on the
list of allowed programs

. . =

Active domain networks: & root.adinternal.com

Motification state: Matify me when Windows Firewall blocks a new
program

l @ Home or work (private) networks Mot Connected (v)

l @ Public networks Mot Connected (¥)

2. Select the Allow another program button below

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed pregrams and ports, click Change settings.

What are the risks of allowing a program to communicate? Change settings
@ For your security, some settings are managed by your system administrater,

Allowed programs and features:

MName Domain  Home/Work (Pri... Public  Group Policy =
Amethyst-exe O O Yes E
[ BranchCache - Content Retrieval (Uses ... O O O No
[ EBranchCache - Hosted Cache Client (U... O O O Mo
[ EranchCache - Hosted Cache Server (U... O O O Mo
[JEBranchCache - Peer Discovery (Uses W... O O O No
Cashcode SQL Browser UDP O O No
[l Cashcode SQL Mamed Pipes TCP O O Neo
[¥] Cashcode SQL Mamed Pipes UDP O O Mo
Cashcode SQL TCP O O Mo
[ Connect to a Network Projector | O O Mo
Core Metworking Mo
[¥] Database Service Manager O O MNo Y
Details... Remove

I[ Allow another program...
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3. Onthe Add a Program screen, select the Browse button and browse to the location of the
instance of SQL Server that you want to allow through the firewall, for example
C:\Program Files\Microsoft SQL Server\MSSQL10_50.<instance_name>\MSSQL\Binn,
select sqlservr.exe, and then click Open.

r B
Add a Program - u

Select the program you want to add, or dick Browse to find one that is not

listed, and then dick OK.
Programs:
7-Zip File Manager -
|| | B¥BDE Administrator 3

[ QEriIIiant Accounting
[ @Brilliant Point of Sale
[ @Erilliant v11 (Paradox) Conversion

| b Create a System Repair Disc i
i @Dam Import Expert i
IEEDEE Profile Wiewer
tDabbase Synchronisation Monitar ]

ri,DaEbase Synchronisation Monitor
ﬁDaEbase Synchronisation Monitor
i

Path: C:\Program Files\7-Zip\7zFM.exe

What are the risks of unblocking a program?

‘You can choose which network location types to add this program to.

Network location types... I Add I l Cancel l
r [ - [
i Browse - S —- = ==
]
| )=/ . « MSSQL » Binn » v [+ |[[ Search Binn o]
S~ [ [Seor
Organize v New folder = 1 @
1« Microsoft Analysis Services - Mame -
. Microsoft Forefront D32
'l m
./ Microsoft Office : R p
! Resources
J/ Microsoft SDKs : T o
) |/ Templates
o/ Microsoft SQL Server
o Q [ DatabaseMail.exe
= g 57 DCEXEC.EXE
= 100 57 SQLAGENT.EXE
5 i |E| 57 SQUIOSIM.COM
&= 2 |2 SQUOSIM.EXE
MSSQL1 &
= - 277 sglmaint.exe
/. Ms5QL10.5QLEXPRESS2008
MssQL “ﬂ sqlservr.exe
i Bk Iﬂ;qlstubss‘exe
| Backu
= B [ xpadsi.exe
B P
| Binn
| DITmp32
| Resources ad] 111} r
File name: sqlservr.exe - [Applications(*.exe:"‘com:*.icd) ']
[ Open |v] [ Cancel I
L |
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4. Select Add on the button below after the SQL application has been added

-
Add a Proegram . u

Select the program you want to add, or dick Browse to find one thatis not
listed, and then dick OK.

Programs:

L3 Rebuild -

| E‘%F‘.Eporﬁng Services Configuration Manager
[l @Resolue w2, 1.3 (5QL) Conversion

I |_-:1 SQL Server Error and Usage Reporting

i |_=1 SQL Server Error and Usage Reporting

i 5 501 Server Installation Center i
i E@;@SQL Server Management Studio |
[‘EﬁSQL Server Surface Area Configuration B

CE sgL Server Windows NT
@Smndard to Segmented GL Conversion
@Smndard to Segmented GL Conversion il |

Path: C:.\.Prugram Fiies.\.l"-ﬂiausn%’t SqQL SeruerWSSdl

What are the risks of unblodking a program?

You can choose which network location types to add this program to.

Metwork location types... I Add | [ Cancel

5. Close the Windows Firewall

30: NEW ODBC DATA CONNECTION
Below is a detailed procedure as received from one of our clients who resolved the DBNETLIB error
after ensuring at least the above troubleshooting steps have been implemented:

1) Go to the Control Panel,

2) Select Administrative Tools

" Action Center Administrative Tools [
Credential Manager _‘:E;' Date and Time "i
| Devices and Printers !I Display L

—_—

I Folder Options la Fonts
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3) Select Data Sources (ODBC)
Data Sources (QDBC) 14,07 /2009 06:53 Shortcut

4) Under the User DSN tab, select add

i

-
5/ ODBC Data Source Administrator

User DSN | System DSN | File DSN | Drivers | Tracing | Connection Pooling | About |

User Data Sources:

Name Drriver [L]
dBASE Files Microsoft Access dBASE Driver (*.dbf, " ndx Remave
Excel Files Microsoft Excel Driver (" xs, *xdsx, *xlsm, * x| o~

Granite SQL Server Configure.

MS Access Database Microsoft Access Driver ("mdb, * accdb)

Selmec SAL Server

< | 1 | 3

the indicated data provider. A User data source is only visible to you,

An ODBC User data source stores information about how to connect to
J: and can only be used on the cument machine.

[ ok J[ Cancel ][ ooy |[_ Help

5) Select SQL Server

o — ]
Create New Data Source g

Select a driver for which you want to set up a data source.

MName Version Com

0L Native Cliert 200590304200 Micn
i 6.01.7601.17514  Micn

QL Server Native Client 10.0 2009.100.1617.00  Mier
I

4 I r

cBack || Fnish | [ Cancel |

2 KB
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6) Enter the Name, Description, and SQL Server

-
Create a New Data Source to SQL Server

S

This wizard will help you create an ODEBC data sounce that you can use to

connect to SQL Server.

What name do you want to use to refer to the data source?

%a Mame: server name

How do you want to describe the data source?

Description:  Evolution

Which SQL Server do you want to connect to?

Server: -
[ Fnsh | Ned> | [ Cancel | [ Hep |

7) Select SQL Server and enter the sa user names and passwords at the bottom of the tab,
and select the client configuration button

Create a New Data Source

~
o SQL Server ]

How should SQL Server verfy the authenticity of the login ID?

() With Windows NT authentication using the network login ID.

& Wih SQL Server authentication using a login 1D and password
© entered by the user.

To change the network library used to communicate with SGL Server,

click Client Corfiguration,

Cliert Carfiguration...

7] Gonmect to SQL Server to oblain default setings for the
addtional configuration options.

Login ID: mif|

Password:

<Back [ Med> | [ GCaneel | [ Hep

8) Select the named pipes in the configuration Button, and select OK

r Y
Add Network Library Configuration ' S e

H%i: Server glias: mjfni::‘sqll-'.ﬁrersion

Network libraries

Connection parameters

Server name:

| © ICPAP

Muttiprotocol Pipe name:
i NWLink IPX/SPX
fl AppleTalk

Banyan VINES
W VIA

(2 Cther

-mjfnb\squZ\rersion

“mifnbpipe M550 L Ssglr2version®

[ok ][ cancel |[ Heb
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9) Select next as it returns you back to the previous screen

10) Select next as nothing needs to change on the tab below

- B
Create a New Data Source to SQL Server E

[]Change the default database to
|master

[] Attach database filename:

— Create temporary stored procedures for prepared SCL statements and
- drop the stored procedures:

(@ Only when you disconnect.
When you disconnect and as appropriate while you are
connected.

Use ANSI quoted identifiers.

Use ANSI nulls, paddings and wamings.

1 Use the failover SQL Server if the primary SGL Server is not
'available.

| <Back || MNea> | [ Cancel | [ Hebp

L = -

11) Select next again with the following screen

Create a New Data Source to SQL Server M
- -

[T]Change the lanquage of SGL Server system messages to

: Engish
a [ Use strong encryption for data
Perform translztion for character data

Use regional settings when outputting cumency, numbers, dates and
D times.

[ Save lona running queries ta the log file:
[C\Users\mif\AppDatatLocal\ Temp"QUERY LOG | [ Browss
Long query time {miliseconds): HSII}L.‘ED

[ Log ODBC driver statistics ta the log file:
|C:\Users\mif\AppDatatLocal\ TemphS TATS LOG | | Browse...

[ <Back || Fmsh | [ Camcel | [ Hebp
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12) Select Finish above and on the following screen, select Test Data Source

ODBC Micrasoft SQL Server Setup [
Anew ODBC data source will be created with the following
configuration:

Microsoft SQL Server ODBC Driver Version 06.01.7601 -

Data Source Mame: server name

Data Source Description: Evolution

|| Server: mfinb'sqlr2version

Database: (Defautt)

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: Mo

Log Driver Statistics: Mo

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: Mo

Use ANS| Quated Idertifiers: Yes

Use AMS| Null, Paddings and Wamings: Yes
Data Encryption: Mo

[ Test Data Source [ ok ][ cance |

13) If it works, the following screen will appear and then you should be able to connect

I hl
SQL Server ODBC Data Source Test (S

Test Results
Microsoft SQL Server ODBC Driver Version 06.01.7601 -
Running connectivity tests ..
i Attempting connection
Connection established
Verifying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

SOLUTION 31: CORRUPTED MS SQL INSTALLATION

In worst case scenarios it might be required that MS SQL Server and preferably all its components
needs to be totally uninstalled from the Evolution server PC, a proper registry MS SQL component
cleanup needs to be performed, the server restarted and MS SQL reinstalled.

SOLUTION 32: AUTHENTICATION CONFLICTS

It may be that for some strange reason Mixed Mode Authentication (enabling both SQL and
Windows Authentication) could cause this problem. In an actual case study, the following occurred:
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1) The client tried to connect from his desktop using Management Studio and Windows
Authentication, with him having full administrator rights but a connection error message was
immediate received. This already indicated something strange was preventing it.

2) Within Management Studio he then first changed the Authentication back to only Windows
Authentication (as opposed to Mixed Mode)

3) Then he created a new Login user in Management Studio as follow (Using a predefined domain
group as SQL Login)

Note the Login name value below is client specific — and this one is the Windows User Account
Group mentioned above

i Login Properties - AGNAFZAWAW Pastel SOL access (@]
bl Bsept « [ Hep

—
Server Rioles

7 User Mapping L ogin name: AG\AFZAWNY Pastel SOL acces: Search
A Secigables
A Statug I

- 7] Map to Credential [ Add
e Mapped Ciadertial: Credential Provides

AFZ4wWNWROFBVD

Connecthion
AL MDpoenas

By View connection oropedies

Progress
Ready Miafacil dnbaharar [aGa -
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g -

Scipt [ Help

E

Server role i ured to grant server-wide securty prdeges 1o 3 user

i e |
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j Logirflﬁ‘opa’fﬁts - AG\AFZAWW Pastel_SQL_access ()
f;":;f:“’ Eseipt ~ [ Heb
A Suver Roles r
g Use1 Mapoing] Users mapped to this login:
_g glecwﬂhm Map  Database User Defauk Schema
B Siah N I |  scwrzaww Pastel_. &)
[l EvoltonCommon
[T mastes
1 model
[ medb
[ temipdh

! D atabasze role membesship for AGA
Connection

Setver

AFZAWWROFBVT
Connectior:
AG\MDippenaar

B¢ View connechon properdies

Progiess
Ready

Finally he linked all the relevant Evolution Windows users’ accounts to the group specified above
and used Windows Authentication to locate companies on their PC’s

SOLUTION 33: HARDWARE REASONS

Still failing after all of the above solutions have been tried, the client’s local IT consultant needs to
properly diagnose all network related hardware components such as switches, routers, PC network
cards etc. to ensure that any network traffic, especially those used by Evolution, is not perhaps
blocked by one or more hardware failures.



